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1. Preface
Welcome to the Cookbook for SAP GUI for Windows AccessProfile.

This cookbook provides an overview of the SAP GUI for Windows AccessProfile. Topics covered include
features, default configurations, supported environments and workflows, error messages and warnings.

Due to the technical nature of this document, the intended audience for this document are system
administrators, I.T. security administrators and AccessProfile developers.

2. AccessProfile Features and Purpose

The SAP GUI for Windows AccessProfile is designed to allow Tivoli Access Manager for Enterprise Single
Sign-On users to single sign-on into SAP Systems using the SAP GUI for Windows application.

Some features of this AccessProfile are :

+ Automatic capture of SAP credentials.

+ Automatic sign-on to SAP System using the captured SAP credentials.

+ Supports Multiple SAP Systems landscapes such as SAP Load Balancer, Multiple SAP
Systems Instances, Group servers, etc.

» Supports changing SAP passwords with auto-generated random password.

+ Supports multiple languages: English, French, Italian, German, Portuguese, Spanish and
Dutch.

The AccessProfile is highly customizable. However, a customized AccessProfiles consists of custom
code, custom actions and triggers meant to work in specific environments. Customers are advised to refer
to their specific support contract to determine the level of support IBM will provide.

3. AccessProfile Name, Authentication Service Id and Data
Template

This application consists of 2 individual profiles for the Single Sign-on workflows. For more information,
see the following table:

Table 1: Profile Names, Authentication Service IDs and Data Templates

Profile Name Authentication Service Id Data Template
profile_ SAP_LOGON | Indirect adt_ciuser_cisecondkey_cspwd_cspwd2
profile_SAP_GUI Indirect adt_ciuser_cisecondkey_cspwd_cspwd2
auth_SAP_Labels
auth_SAP_random_password_engine

Note:

auth_SAP_Labels is used to display the field names while capturing the password.
auth_SAP_random_password_engine is a Enterprise authentication service that is used for generating
random passwords.

Administrators can set the random password generator policy for SAP GUI credentials in the IMS Server
under AccessAdmin->System->Authentication service policies-> SAP GUI random password
engine. Only the password policies are applicable (see Figure 1). All other Authentication Policies in the
auth_SAP_random_password_engine authentication service will not apply to the SAP GUI AccessProfile.

The Data Templates map to the fields in SAP GUI for Windows as shown in Table Table 3: Error
Messages by SAP GUI Detected in AccessProfile .
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Table 2: Data Template Mapping

Data Template Item Data Template Item Description Application Field Name
cisecondkey Case insensitive second key Client Number
ciuser Case insensitive username User
cspwd Case sensitive password Password
cspwd2 Case insensitive second key Language
L T Authentication service policies
Log off SAP GUI random password engine

Setup assistant Back to Authentication services

Search users .
+ Password Policies

Search N o N T -
My users Require re-a uthentication before performing automatic =ign-on?
All Administrators: Ho [w|
Al helpdezk uzers
All revoked users Iz the passwaord the Windows logon password?

: No |»
User Policy Templates —
Mew template Minimum paz=word length
Template assignments Minimum:1, Maximum:59

_ 6

Machines
Search r.y a}’umum ?alals_'.\-'or:l\!e_n_gth
Machine Policy Templates 20

Mew template

" Minimurm number of numeric characters
Template as=ignments Minimum:0. Maximum: o

System o

System policies Minimum number of alphabetic characters
Authentication service policies Winimurm:0, Maximum: 39

Application policies 0

Audit logs

Status

Winimum number

special characters
About AccessAdmin

Feedback
Help

0

Maximum number of numeric characters

10

Maximum number of alphabetic characters

10

WMaximum number of =pecial characters

0

Enforce the uze of both upper case and lower case characters?
Mo |w|

Update Reset

I» Authentication Policies

Figure 1: Password Policies Settings in AccessAdmin

4. Supported Configurations

SAP GUI for Windows is a highly customizable application with settings that affect logon workflow and
security policies. Hence the AccessProfile supports only the default configuration for SAP Systems and
SAP GUI for Windows.

The configuration of SAP GUI for Windows can be reset to default using the SAP GUI Configuration tool.
Click the Restore Defaults button to reset the settings to default configuration (see Figure 2).
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SAP GUI Options - SAP Logon
Theme: System Dependent Theme g Search:
7 Visual Design
(7 Interaction Design
(] Accessibility & Scripting
(3 Mutilingual Settings
(] Local Data
(] Traces
(1 Security
[~ #50 SAP Logon Optians!
= SAP GUI FOR WINDOWS OPTIONS
Configuration Files .
System Information SAP Logon Options
Corfigure SAP Logon-specific or SAP Logon Pad-specific options, such as the languaae
and the corfiguration files used.
ok || Cancel | | sy || e | Restore Defautts |

Figure 2: SAP GUI Configuration tool with Restore Defaults button highlighted

The four key SAP client system environment parameters that affect the SAP AccessProfile are:

+ location of the saplogon.ini file

« name and location of the SAP GUI application executable file (SAPGui .exe)

« location of sapshortcut.ini file

- name and location of the SAP Shortcut application executable file (sapshcut.exe)
All these parameters are stored in the profile_SAP_Logon and profile_ SAP_GUI AccessProfiles. To edit
any of the parameters, open the AccessProfile in AccessStudio and expand the trigger between the state
transition from “state_start” to “state_setup” to edit the script with the specific parameters.

Name and location of saplogon.ini
By default, saplogon.ini is located in the following path :

e %APPDATA%\SAP\Common\saplogon.ini
e.g. C:\Users\AppData\SAP\Common\saplogon.ini

If this file is located in a different path or renamed, modify both the profiles profile_ SAP_LOGON and
profile_SAP_GUI. The path is specified in the script that is executed in the transition between the
“state_start” state and the “state_setup” state.

If this parameter is not explicitly specified in the script, the profile will try to determine the location
automatically. The search order and assumptions made are as follows:
1. Determine if the environment variable SAP_LOGON_INI is set and a saplogon.ini file exists in that
path.
2. Determine if the saplogon.ini file exists in the directory at %APPDATA%\SAP\Common\

3. Determine if the saplogon.ini file exists in the directory specified by the registrykey
HKEY_LOCAL_MACHINE\SOFTWARE\SAP\SAP Shared\SAPSysdir
4. Determine if the saplogon.ini file exists in the %SYSTEMROOT% directory
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Name and location of SAPGui.exe
By default, SAP GUI application executable file (SAPGui.exe) is expected at:

«  %PROGRAMFILES%\SAP\FrontEnd\SAPgui\SAPGui.exe
e.g. C:\Program Files\SAP\FrontEnd\SAPgui\SAPGui.exe

If the SAP GUI application executable is located in a different path or renamed, modify the
profile_ SAP_LOGON. The path is specified in the script that is executed during transition between the
“state_start” state and the “state_setup” state.

If this parameter is not explicitly specified in the script, the profile will try to determine the location
automatically. The search order and assumptions made are as follows:

1. Determine if the SAPGuiexe file exists in the directory specified by the registrykey
HKEY _LOCAL_MACHINE\SOFTWARE\SAP\SAP Shared\SAPSysdir

2. Determine if the SAPGui.exe file exists in the %PROGRAMFILES%\SAP\FrontEnd\SAPgui\
directory

Name and location of sapshortcut.ini
By default, sapshortcut.ini is located in the same folder as saplogon.ini

e %APPDATA%\SAP\Common\sapshortcut.ini
e.g. C:\Users\AppData\SAP\Common\sapshortcut.ini

If this file is located in a different path or renamed, modify the profile profile_SAP_LOGON. The path is
specified in the script that is executed in the transition between the “state_start” state and the
“state_setup” state.

If this parameter is not explicitly specified in the script, the profile will try to determine the location
automatically. The search order and assumptions made are as follows:
1. Determine if the environment variable SAP_LOGON_INI is set and a sapshortcut.ini file exists in
that path.

2. Determine if the sapshortcut.ini file exists in the directory at %APPDATA%\SAP\Common\

3. Determine if the sapshortcut.ini file exists in the directory specified by the registrykey
HKEY_LOCAL_MACHINE\SOFTWARE\SAP\SAP Shared\SAPSysdir
4. Determine if the sapshortcut.ini file exists in the %SYSTEMROOT% directory

Name and location of SAPshcut.exe
By default, SAP Shortcut Launcher application executable file (SAPshcut.exe) is expected at:

«  %PROGRAMFILES%\SAP\FrontEnd\SAPgui\SAPshcut.exe
e.g. C:\Program Files\SAP\FrontEnd\SAPgui\SAPshcut.exe

If the SAP Shortcut Launcher application executable is located in a different path or renamed, modify the
profile_ SAP_LOGON. The path is specified in the script that is executed during transition between the
“state_start” state and the “state_setup” state.

If this parameter is not explicitly specified in the script, the profile will try to determine the location
automatically. The search order and assumptions made are as follows:

1. Determine if the SAPshcut.exe file exists in the directory specified by the registrykey
HKEY _LOCAL_MACHINE\SOFTWARE\SAP\SAP Shared\SAPSysdir

2. Determine if the SAPshcut.exe file exists in the %PROGRAMFILES%\SAP\FrontEnd\SAPgui\
directory

IBM TAM ESSO AccessProfile Application Note Page: 6



SAP GUI for Windows AccessProfile

Registry setting for StartSaplogon

Windows Registry for SAP GUI has to be set at the client machine for the AccessProfile to work as
intended. Before using the AccessProfile for single sign-on to SAP GUI for Windows application, set the
registry key HKEY _LOCAL_MACHINE\SOFTWARE\SAP\SAPGUI\StartSaplogon to 0

If automatic registry change is required, the AccessProfile script that is executed in the state transition
from state_setup to state start _sapgui states can be modified. The following line in the script specifies
whether automatic registry change should be enabled or disabled. The default is disabled. To enable it,
change the line in the beginning of the script from isAutomaticRegistrySetting = 0 to
isAutomaticRegistrySetting =1

Prompting Users On Errors

If the environment settings, paths or the registry entry are not configured correctly (see Table Table 4:
Assertions that Generate Warnings in AccessProfile ), the AccessProfile displays an error message when
launching SAP Logon. Set the flag “PrompUserOnErrors” to 0 to disable this behaviour in the script
executed during the transition between the “state_start” state and the “state_setup” state.

Modify PromptUserOnErrors = 1t0o PromptUserOnErrors = 0.

Permission to read registry keys, Windows Management Instrumentation (WMI) data,
configuration files and run executable files in Plugin API

AccessAgent must be configured to have the appropriate permissions to read registry keys mentioned in
this section, WMI data (Win32_Process) and configuration files (saplogon.ini and sapshortcut.ini). These
information are required for the AccessProfile to function normally. In addition, the script in the
AccessProfile must be able to execute the SAPGui.exe and SAPShcut.exe files.

5. Supported Single Sign-On Workflows

a. Logon

By default, the logon scenario workflow loads when SAP GUI for Windows profile detects an instance of
SAPLogon.exe or SAPLgpad.exe application launch.

i. Normal logon scenario using SAP Logon

Typically, SAP Logon is invoked to login to SAP Systems from the user's workstation. An example of SAP
Logon window is shown in Figure 3. When this window is detected, TAM ESSO traverses through the
states as depicted in Figure 4. The state names in Figure 4 corresponds directly with the state names in
the profile_SAP_LOGON AccessProfile.

The user can select the SAP System to login. Once a System is selected for login, SAP GUI for Windows
main logon dialog will be displayed (Figure 5).

‘ LogOn | Varable Logon... I O | | I E] | g | ‘ ¥
(3 Favorites Mame “ | system Description | SID | GroupiSever |InstNo. | Message Server |Rou...|
3 shortcuts [} DEM Demo Server DEM  demoserver il

7 Connections

Figure 3: SAP Logon Window
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1. Setup parameters state_start

2(a). Logon Manager windows .
is found state_setup [+

2(b). When Shertout window is found, l:(a) 2(b)

relaunch the shortcut process from cmd
In some versions, "saplogon.exe”
will be created when launching state_start_sapgui
SAPShorteut from shortout file
3{a). Parse SAP .ini file and build 3(a}| 3(b)
system array s

3(b). Terminate the worlkflow 4(b)
if "StartSaplogon” registry is state_wait_for_launch »
not configured successfully

4{a). When SAP .ini file is parsed 4(a)

successfully, continue the workflow h 4

4(h). When SAP .ini file is not state_launched |

found, terminate the workflow
: S 5(a) | 5(b)

5(a). When GUI window is B state_after_logon_sap_shortout

found, relaunch the GUI ¥

process from cmd

5(b). When Shortaut window is

found, relaunch the Shortout

process cmd

state_initial_SAP_Shortcout

state close launched windows

h 4

state_relaunch

v

6(a). Terminate the workflow

if SapEXE is not found state_wait_for_launch_again
6(b). After GUI/Shortcut ; 5
is suacessully launched, wait lﬁiax 6(b)
for another GUL/Shortcut to

be launched SapDead :

Figure 4: Workflow for the SAP Logon

I}

| &
SAP

Client a1

4 @& GvE

User 9

FPassword T e e e e e

Language

| 417
Figure 5: SAP GUI for Windows Default Logon Window

When the SAPGui.exe application is launched the profile_ SAP_GUI AccessProfile gets loaded and enters
the state start initial state. If the logon window is detected, it proceeds to the state
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SAP_GUI_Logon_Window_Displayed. The profile then traverses the states as displayed in Figure 6.

1. Profile is Loaded

2. Determine whether
SAP GUI is launched or
SAF Shortcut is launched
In this case, SAP GUI

is launched

3. Determine whether
credentials are available

3.1. Credentials are
stored

3.2. Credentials are
not stored

4, Capture (Optional)
and Inject credentials

5. Determine Logged On
Or Failure

5.1. GOTO LoggedOn
if logging successfully

5.2. GOTO Error
Messages if failure

6. (Optional) Go back and
re-inject if failure

state_start

v

G
SAP_GUI_Logon_Window _Displayed [
@P l
3.2
Was_Stored_Cred_Injected |——® Was_Capture Cancelled

Stored_User_Injected

‘_

Stored_Password_Injected

‘_.—

Stored_Language_Injected

re-—

Captured_Client_Injeded

:

Captured_User_Injected

I

Captured_Password_Injected

Creds_Injected

Captured_Language Injected

_

Logon_Emor_Cursor_User

Logon_Emor_Cursor_Password

.

Logon_Error_Cursor_ Client

Error Messages )

Logon_Emor_Cursor_Language

\‘N-_.___‘______,_—"’f

Figure 6: Workflow for logon of SAP GUI for Windows

ii. Alternate logon scenario using SAP Shortcuts

The AccessProfile supports logging on to SAP Systems using SAP Shortcuts. When a Shortcut is
launched, an instance of the SAPGui.exe application is created that displays the default SAP Shortcut
logon dialog (Figure 7). The AccessProfile detects this dialog and then proceeds with the states as

depicted in Figure 8.

Jocurment Mavigator

TQ) Type your user name and password

User Name:

Passward:

DEMOUSER.

og On ‘ | Cancel

Figure 7: SAP Shortcut Logon Dialog
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1. Start state state start SAP_GUI logon_Window Displayed
2. Determine whether SAPGUT is "} l T
launched or SAP Shortcut is launched
; 8 ; 3.2
=

In this case, SAP Shortcut is SAp Shoricul Window, Displayed
launched
3. Determine the version of SAP £ ¢ 3.1

3.1. Version 720 %

3.2. Version 710 or 640 SAP720_Shortcut_Cred_Injected SAP_Shortcut_Window_Displayed 8

4. Inject username and password l

5. Capture usemame and password SAP_Shortcut_Cred_Captured L«

6. Launch SAPGUI window and l
propagate credentials

?'; I;Jletermine Logged On or Creds_Injected Logon_Error_Cursor_User Logon_Error Cursor_Password
ailure - B

7.1. Logged On (s l}'.l | 7.2 [ )

7.9. Eailure 0 Error Messages
8. (Optional) Go back and re-inject LoggedOn Logon_Ermror_Cursor_Client Logon_Ermor_Cursor_Language

if failure \_///

Figure 8: Workflow for logon to the SAP via SAP Shortcuts

If a logon error is encountered during SAP Shortcut logon, then the main SAP GUI logon window is
displayed to the user. The AccessProfile workflow continues with the Logon Error Scenario. If there are
no errors, the profile proceeds to Successful Logon Scenario instead.

iii. Successful Logon Scenario

Upon successful logon from scenarios i. and ii., the SAP GUI main panel is replaced by the SAP Easy
Access menu similar to Figure 9. The profile_SAP_GUI AccessProfile detects this transition and considers
it a successful login. If a new set of credentials were injected into SAP GUI, AccessAgent prompts the
user to save the credentials into the wallet. You can override this behaviour by configuring user-level
policies to save without prompting.

| & W IH CO0 CHE DDoan B
SAP Easy Access
DIE |:||:| |:||:| ||__ﬂCreater0Ie| | —zz;:-_.ze'zH Documentation

i Favorites;
= =3 SAP menu
> (] Office
(3 Cross-Application Components
(3 Collaboration Projects

[
[
[* (] Accounting
[
[

7 Information Systems

3 Tools

417

Figure 9: SAP Easy Access Menu

IBM TAM ESSO AccessProfile Application Note Page: 10



SAP GUI for Windows AccessProfile

b. Logon Error Scenario

If the SAP GUI application is unable to login due to any reason, it displays an error message in the bottom
of the window. Figure 10 is an example screen where the user has entered invalid credentials. See Table

3: Error Messages by SAP GUI Detected in AccessProfile for details on the errors handled by the
profile.

|& 2 aB e CHE DDRaIR |
SAP
Client 01
User DEMOUSER

Passward 0 |sEeeesssssss

Language EN

@ MName or password is incorrect (repeat logon)

a7

Figure 10: SAP GUI Logon Error Message for Invalid Credentials

If a recognized error is encountered in either scenario i. or ii., the profile_ SAP_GUI AccessProfile
proceeds to execute the logon sequence as depicted in the Normal Logon Scenario (scenario i.).

c. Logoff Scenario

You can close the SAP GUI application by canceling the capture password dialog prompted by
AccessAgent (see Figure 11). This will terminate the SAPGui.exe application thread. Alternatively, when a
logoff from SAP GUI is initiated then the corresponding SAPGui.exe application thread is terminated. The
AccessProfile will be unloaded when the SAPGui.exe application thread is terminated.

6 Client Number:
User name (case-nsensitive):

Password (case-sensitive):

Language:

Figure 11: AccessAgent Capture Password Dialog

d. Change Password Manually Scenario

The profile supports manual password change at logon. To initiate a manual password change, either
click the SAP “New Password” button or press the F5 key during logon. You may not be able to initiate a
manual password change at logon if the password injection policy for the Authentication Service is set to
“Auto-logon” because this policy instructs AccessAgent to automatically sign on the user. Therefore, the
user will not be able to click on the “New Password” button of press the F5 key at the logon screen.
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1. Start state for change password Creds_Tnjected o
loop

| ¥ L s
2. Determine whether the prompt
is a change password prompt

Is_change_psw_prompt

2.1. Yes

2.2. No l 2.1

Change_Password_Dialog

.

3. Show a dialog to capture old
and new password AA_ChangePwd_Shown

1_

4.2 G

Wait_AAChangePwd_Destroyed

.‘_

state_wait_evaluate_change_pwd

‘_.

Was_Change_Password_Cancelled

?

4. Determine whether OK or Can celo

.‘_

is pressed Was_Change_Password_Cancelled

4.1. OK

4.2. Cancel ‘4-1
5. Inject old and new password New Passwords Injected | Password_Change_Error
captured from Step 3 3.2

5.1. Password is chaned @ 4 5.1

successfully %

5.2. Fail to change pasaword LoggedOn

6. (Optional) Go back and repeat
the loop once again

Figure 12: Workflow for Changing Password in SAP GUI for Windows.

When a change password prompt similar to Figure 13 is detected, AccessAgent displays a dialog over the
SAP Change Password dialog; AccessAgent will prompt for the new password (Figure 14). If the SAP GUI
random password engine authentication service auth SAP_random_password_engine is enabled and
password policies are set, then the AccessAgent dialog will be pre-populated with a randomly generated
password conforming to the policies specified in the auth_SAP_random_password_engine.

| sap

LR E RS S S SRR R SRR SRR EEEE RS R

Mew Passwiard

EEEEEE RN NN EEEEEE I I A

Repeat Password

Entry iz Case-Sensitive

Figure 13: Change Password Dialog by SAP GUI for Windows
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TAM E-550 AccessAgent :: Change Password

@ M ew Pazsword [case-sensitive]: I

Confirm Mew Pazsward I
[aze-sengitivel:

| k. I | Cancel I

Figure 14: Change Password Dialog by AccessAgent

If the user cancels the AccessAgent dialog, the corresponding SAP GUI Change Password dialog will
automatically be canceled .

e. Change Password Manually Error Scenario

If there was any password error encountered with the password change process, SAP will display an error
message indicating the problem encountered, similar to Figure 15. The user will have 10 seconds* to
read and acknowledge the error before the dialog is automatically closed by the profile SAP_GUI
AccessProfile. The user can close the dialog anytime before the 10 seconds time-out.

III:'Eerr

different characters

Figure 15: SAP GUI Change Password Error Message Dialog Popup

* The 10 seconds default time-out is configurable by editing the time-out setting in the Fire after specified
time trigger in the state transition from Password_Change_Error to Cancel_SAP_Error_Dialog.

f. Expired Password Change Scenario

In the SAP GUI application, expired passwords are handled similar to the Change Password Manually
scenario, except that the user does not initiate the Change Password Dialog, manually. The Change
Password Dialog is displayed automatically by SAP GUI.

g. Expired Password Change Error Scenario
Expired password change errors are handled similar to Change Password Manually Error Scenario.

6. Assertions and Error Messages Handled by the
AccessProfile

Table 3 is a list of error messages that the AccessProfile detects and handles as a Logon Error Scenario
workflow. There may be other messages that SAP displays to the user during logon but the AccessProfile
does not handle those messages.
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Table 3: Error Messages by SAP GUI Detected in AccessProfile

Error message State transition in profile

Profile: profile_SAP_GUI

Logon Failed: Incorrect username or password | state_start — SAP_Shortcut_Window_Displayed

Logon Failed: Logon error (e.g. expired initial Creds_Injected — Logon_Error_Cursor_User
password or account locked)

Logon Failed: Missing username or password Creds_Injected — Logon_Error_Cursor_Password

Logon Failed: The specified client is unknown Creds_Injected — Logon_Error_Cursor_Client

Logon Failed: The specified language is unkown | Creds_Injected — Logon_Error_Cursor_Language

Information dialog prompts, e.g. warning dialog | Creds_Injected — Information Dialog

The following table is a list of assertions that the AccessProfile makes before continuing with the normal
single sign-on workflows. If the assertion fails, then an error message box is shown to the user (depending
on the settings of PromptUserOnErrors described in the chapter Supported Configurations)

Table 4: Assertions that Generate Warnings in AccessProfile

Assertions State transition in profile

Profile: profile_SAP_LOGON

StartSaplogon registry value is not set to 0 state_setup — state_start _sapgui — SapDead

saplogon.ini file path is not correctly set or state _start_sapgui — state_wait _for launch —
not found in the default locations SapDead

SAP GUI executable file path is not correctly |state_relaunch — state_wait_for_launch_again —
set or not found in the default locations SapDead

sapshcut.exe file path is not correctly set or | state_setup — state_initial SAP_Shortcut — state _setup
not found in the default locations
state_launched — state_after logon _sap_shortcut —
state_launched

sapshortcut.ini file path is not correctly set or | state launched — state after _logon_sap_shortcut —
not found in the default locations state_launched

Profile: profile_SAP_GUI

saplogon.ini file path is not correctly set or state_start — SAP_Shortcut_Window_Displayed
not found in the default locations

7. Caveats and Limitations

a. Change password after logon not supported
Besides changing password at logon page, user may also choose to change password after logon. Figure
16 shows an example of a transaction that allows password change after logon.

The profile does not capture new credentials if user chooses to change password with this approach.
Therefore if the SAP password is changed using this method, the user must manually change the
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password in the wallet or delete the credential from the wallet to allow AccessAgent to re-capture the

credentials.
@ s 20 ee6 CHBmE
User Maintenance: Initial Screen
NEEEER =

User DEMOUSER |ﬁl

Alias |

a7

Figure 16: SAP Transaction for User Maintenance

b. Looping behavior for auto-logon with an incorrect credential

When the credentials in the wallet is incorrect and the injection policy is set to auto-logon, the profile will

create an endless loop for logon (i.e. logon — fail — logon — fail ...). See the following figures for more
information to this behavior:

& Wallet Manager :: TAM E-550 AccessAgent

CEX
File Wiew Actions About

Credential Search l:l
Passwords | Other Credentials

Authentication Service Type Lser Mame

Password Entry
Inteqgration Factory_9.42.50,109 Personal iftestz and 001 Aukomatic logon

Figure 17: Credentials in the wallet is wrong and policy is set to be auto-logon

€| 2 JBC@e CHBm
SAP

Client oe1

User DEMOUSER
Password | rresseseeses

Language EN

@ Mame or password is incorrect (repeat logon) <|| b

Figure 18: The profile creates an endless logon loop
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When this behavior is encountered, the user must change the existing password in the wallet to match
with the correct credential in SAP.

Refer to IBM Technote #1512123 for further details and step-by-step guide solution.

c. SAP GUI Security Dialog prompt
SAP introduced new security workflow into the SAP GUI for Windows application. This may have an effect
on end users with AccessAgent installed and are using SAP GUI for Windows AccessProfile.

When launching SAP GUI or SAP Shortcuts, a prompt similar to the following figures may appear prior to
any logon window being shown:

SAP GUI Security

SAP GUI connections are started via the connection string
JHfE192. 168, 1. 105/sapdp02
ATTENTION: System information could not be verified!

Do you want to log on to this system?

Allow this one time j

OK. Help

Figure 19: SAP GUI Security dialog when logging in to SAP System

SAP GUI Security

The SAP shortcut file

C:\Documents and Settings Administrator'Desktop \DEMO Shortcut.sap

iz being executed. The SAP shortcut connection data is:

System: RS6

Client: 800

OK code: /nSUDT

ATTENTION: The system information could not be verfied. The connection string for the system is:
FHA192.168.1.1 /5/zapdp 02

Do you want to log on to this system with the specified OK code?

Allow this one time B

o | [

Figure 20: SAP GUI Security dialog when launching SAP Shortcut

The recommended user action is to select Always allow or Allow this one time so that the appropriate SAP
System connection can be established successfully.

If you require a system-wide policy to handle this dialog, SAP Help has more details and instructions for
setting it up. Also refer to SAP Note #1526048 - SAP GUI Security: Enhancements for patch 4.

d. Authentication Services Saved as Personal Type

The default behavior of the AccessProfile is to save all credentials into the wallet as Personal Type
Authentication Service.
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If you require the ability to set authentication service policies in IMS, then the authentication services must
be converted to Enterprise type first. Please refer to the Sefup Guide for IMS and also IBM Technote
#1504803 for details and instructions.

e. Authentication Service Id Naming Convention

The default naming convention used by the AccessProfile is in the following form:
[Description]_[Application Server / Message Server / Router]

For example, the authentication service Id for Figure 3 is: DEM Demo Server_demoserver

This setting should be appropriate for most environments. However, you can change the naming
convention used by the AccessProfile if required. In the profile_ SAP_Logon AccessProfile, you must edit
the script that gets executed between “state_relaunch” state and “state_wait_for_launch_again” state. At
the beginning of the script, edit the following line:

strAuthService = global profile sap logon desc & " " & strAuthService

“

The statements to the right side of the equals sign “=" can be replaced with any combination of variable
names in Table 5. The resulting statement must be a valid VBScript syntax.

You must duplicate the changes to the naming convention in the script that is executed between the
“state_setup” state and “SAP_Shortcut Window_Displayed” state found in profile_ SAP_GUI
AccessProfile.

Table 5: Available variables for use with Authentication Service Id naming

Variable Name Description
global_profile_sap_logon_server The application server
global_profile_sap_logon_router Router to the application and message server

global_profile_sap_logon_mssysname | 3-character abbreviation of SAP system ID

global_profile_sap_logon_database SAP database number

global_profile_sap_logon_mssrvname | Host name of the message server

global_profile_sap_logon_mssrvport The port number of the TCP link

global_profile_sap_logon_desc Description of an SAP link as it appears in the SAP Logon
global_profile_sap_logon_origin Type of entry: MS_SEL_GROUPS, MS_SEL_SERVER or
USEREDIT
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Notices

This information was developed for products and services offered in the U.S.A. IBM may not offer the
products, services, or features discussed in this document in other countries. Consult your local IBM
representative for information on the products and services currently available in your area. Any reference
to an IBM product, program, or service is not intended to state or imply that only that IBM product,
program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not give you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual Property
Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES
CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some
states do not allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication. IBM
may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part
of the materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged should contact:

IBM Corporation

27ZA4/101

11400 Burnet Road

Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this information and all licensed material available for it are provided by
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IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement, or any
equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the
results obtained in other operating environments may vary significantly. Some measurements may have
been made on development-level systems and there is no guarantee that these measurements will be the
same on generally available systems. Furthermore, some measurements may have been estimated
through extrapolation. Actual results may vary. Users of this document should verify the applicable data
for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those
products.

a. Trademarks

The following terms are trademarks or registered trademarks of International Business Machines
Corporation in the United States, other countries, or both:

IBM
IBM logo
Tivoli

Adobe, Acrobat, Portable Document Format (PDF), and PostScript are either registered trademarks or
trademarks of Adobe Systems Incorporated in the United States, other countries, or both.

Cell Broadband Engine and Cell/B.E. are trademarks of Sony Computer Entertainment, Inc., in the United
States, other countries, or both and is used under license therefrom.

“—~ Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United

—  States, other countries, or both.
Java

COMPATIBLE

Microsoft, Windows, Windows NT®, and the Windows logo are trademarks of Microsoft Corporation in the
United States, other countries, or both.

Intel®, Intel logo, Intel Inside®, Intel Inside logo, Intel Centrino™, Intel Centrino logo, Celeron®, Intel
Xeon™ | Intel SpeedStep®, Itanium®, and Pentium® are trademarks or registered trademarks of Intel
Corporation or its subsidiaries in the United States and other countries.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a trademark of Linus Torvalds in the U.S., other countries, or both.

ITIL® is a registered trademark, and a registered community trademark of the Office of Government
Commerce, and is registered in the U.S. Patent and Trademark Office.

IT Infrastructure Library® is a registered trademark of the Central Computer and Telecommunications
Agency which is now part of the Office of Government Commerce.

Other company, product, and service names may be trademarks or service marks of others.
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